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LocalPolicyldSecure EnclaveTE& I N7zimaged 77/)LTY, Image4d|d. ASN.1(Abstract Syntax
Notation One) DERTI>YI—RaENleT—¥#@ERAXTHY. Apple v h74—L EDEFa7T - Fz—>F
TIVrUMBT3EHRZ R TBIEHICERAINET, ImagedR—2DtF277 -~ EFILTE EFaUF1RY
=3 FROAPPleBLT—NADBLANI I ANMIE>TRIBEINTZY IR I T7A Y AN LB CEREINET,
RUD—HZIFANFREZST2HZE. BAT—/N\E. TEIFLAXFI-R(ACC) DY~ > A2 BT BLEHD
Imaged 771 &RULET, INSDELFEHDIMaged 771/LEACCIHE. EEFBFICBoot ROMW®LLBGEDY 7
ROTT7CLo TS NE T,

FRL—T4 VI RAT LB OFRBEDSIEEL

FEEIDE(OIK)IANDTI LRI, TRRE#EIEFENET, RIS—FLBYINIITOEE=Tolzdbe, A—TH
LocalPolicylCBEATE3L5(CTB(CIE FTEENBETY, OIK[E, ¥—ILRF—{R3E (SKP) THEITNTWLBD
ERIUVEERBTRESN. RU1—LBSHR(VEK) EAUF—BSH (KEK) TREINET, N B 1—T/1\2
D—REARL—TA VTV RTFLAE IV R —DRIEEDOEACL>TREINTVBZEZRHKLET, MacDT
RCDFRL—=TA YT RTLCHIETBOIKIFIDRETFTY, 207t 2DEDIRL—TA VIS AT L"AVAN—
IWIBI5E. 2DBDFARL =TV IV AT LD I [CAAEES I FETCE RPDARL =TV T RTLD
IA—YHSDARHBRBNBETY, 2L AV AN DEDARL —TA VI RATLHSETEINTVBE
RTR2DEDFRL =TI 2RT LD A BFEFELTVER A IR =TV IV RTLO I I(LEE,
FRU—=FTAV IO RT LD T —MUTRET S RI Y MIEFTEINBZFTERMSNE LA, ZDed, Apple> VIV
#H;MaclZ2DBDARL—TA VI RT LAV AN —ILTBIRF ROD2DDHLWFI2av i ETY:

2DEOARL =T AT LADLocalPolicyZE T %
FTEEES|EET ROV AN—IL I 1 #HmTS

AVAN=NT ORIV MNEEFTLTWT ZOEHYF ) —R)a—LBEOA Y AN—ILEEHNELTVWSIHEE. 2DE
DAY 1—LDORYDI—HF(CTZAI—HFHR/EDR)1—LHSIE—TIHNEINEHERTZ IOV TR RSNE
I, A—THMFVEBREHBE ERSNB AV A=)L -3 ERICIEBIRS NI DNRT—RE/N—
ROT7ENSEESINZKEKTHY ., ZOHE2DEDARL =TV IV AT LISESNZEE(COIKERESETS
DICFEAINET, ZOHE FLWARL—FT1> P27 LDSecure Enclave®OIKIC 7R TEZLSICTS
e 2DEDARL =TV I AT LDAVAN=ILT I RF Y NANS, ZOI—HFD/INZAT—RODAANRKROENFE
¥, A—THI—Z2IE-UBVWTEZBIRULZGETE A VAN A ERUAETERINEITHA. 1
DINRAT—=RTRGELEONRAT—RIMERINET, CO2FBO70—F BEDIATLEESFUABICHFEELE
T, 22U RILFRYA—LA YV ARN—ILEBRICLT REREBAETHEEDSIEELEETLEVESE. 4T,
TDEOARL—TA VI RTLNE2DEDARL =TV IV AT AL A2 I3 FIE%RIRTZHEND
VETF,

Apple>)ar##MachLocalPolicy

Apple>)arB#EHMachizE. O—HILOtF1 TR >—EE(G, Secure EnclaveTEITINTVWE TS
T—2avCRAEINTVET, 2OVT Y7} A—TFOERERETZ/TICPUDT—hE—REFIALT 2
NHEDT —RNRENSEF VTRV —EEBCEZINERETETET, INICKW. BEBYINIZTHNI IS
L—RUTLWZ<LOREZRIB TR IL(CLHT A ICHTE2 X2V TARIS—BEBEFRATIOEHSZENT
EEXH
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LocalPolicy®¥ =7z 2D 70/F1

LocalPolicy 77 ILICIE R—RZETZIFETILID (BORD). FEDAppleF v (CHIP) DIFZE. Exclusive Chip
Identification (ECID) & & (FEAETRTDIMaged 77V TROMB 7—F TV Fv4CCHREENTVET, 122
U U TDACCTEA—THERTEDZ LX) To([TRHTEHBALET,

SEEE: Appleld 7> JENTz0ne True recoveryOS(1TR) EWSABEFEAL T WENLERARY > &10
FUREFICLTRTU VI ENTzrecoveryOSH T —hg32EHRLTVET, IS @HE DrecoveryOS7—h
(NVRAMZFERUTEE2ERUEERICUTRE TS, FFEFHBFICIS—HDRELES(CRETITREEN
HB)EFERBVET, BEDHETYEMNICRY > ZRTIET. macOSICRALIEY IRITTDHDKREENZD
TR NRIE([CEETELVEVSEEENBZVET,

LocalPolicy®/>Z/\y>a(lpnh)
BY: OctetString (48)

EEAHERIREE: 1TR. recoveryOS. macOS

#iBA: 1pnhidLocalPolicy®UFLABALECERTINET, INE. LFa7AMN —I TV R—D NTIgH
TNTWBLocalPolicy/> R (LPN) DSHA384/\v<aT. Secure Enclave Boot ROMZ/z[3Secure
EnclavezEALTT7IERATEET. £OT7VFITLAERE TSI r—>a> 70y IHsl3RAT. sepOSD
HMERZIENTEET, UFICF+TFrliezeéndBLocalPolicy B TH DI EELLBICREE I L
WEHE. VL1 UTzWLocalPolicy TR DM -7zEDERU1pnhB(C/\v a9 2 Ex tFa 7 AN —TOY
R—XONCERBEIDLENDHIET, BE. YATLLTEMELPNEIDTIA VINIZTO7vTTF—
2DHWERFICEMNTH B, 7Ty TT—hIZ—MHREELHECHVWYIRNIZTOT NI T74+—IL\vo T3]
BEMENBIET, ARL—T1> TP AT LDLocalPolicyWEEIND L, TRTORY S —F, EFaT7AN—
IVR—RYNMIHBFHUVLPNICHISTBHLWIpnhETHELINE T, COEER. 1A tFa) 718
EEEETIH ThZnFLWLocalPolicyZERTIHLWARL —FT1 > IV RTFLZER ULIZEE(CTThN
7,

JE—RRUS—D /RNy a(rpnh)
BY: OctetString (48)
ZEEARERIRIZ: 1TR. recoveryOS. macOS

A rpnhi31lpnh&E@ULSICEMELETH. HRTIOBROREOEBRLE, VE—NRUI—HTvT
T—REINEFCOHTYTT—hENET, COXEER. I—HMacOET IOREEZEELIZEE(CThN
E-

recoveryOS®./>Z/\v<a(ronh)
BY: OctetString (48)

EEAHERREE: 1TR. recoveryOS. macOS

FHBA: ronhlFlpnh&ERUKSICEIELETH. T LrecoveryOSDLocalPolicyTOH#REDOMWET, VI~
VITOTYTT—REFRE 2T LrecoveryOSH Ty T —RSNTeEZ LTV T T—hENET, 1pnhH LT
rpnh&BRIOT Y FUTLAEDERTNBTzS. TRIICE>TT/NNA ZANENIIRE(CIR STz EF (S Y RT L
recoveryOS%E7 —RATBEICLTEE. LPNBLURPNEF a7 AN —V OV R—R Y M SHIRTZ & (CK
W BEDQARL—TA VT AT LEBNCTRZENTEET, ZOLICLT YATLABEEN TR 7HI >
NMIERINBICIoUd/NRAT—REAATECECI ST ATLAICH T BHIEEFIRLIZEE (S ARL—T1> 5
SRATLEBEGNICIZENTEEXY, COEEF. A—FHPRXTFTLrecoveryOSETv7TF—Rueh. FL
WARL =TV IV RTLRER UTZEE(CTThNET,
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RZF—TImagedv =71 Zr\v>a(nsih)
BY: OctetString (48)

ZEA[RERIRIE: 1TR. recoveryOS. macOS

BA: nsih71—JLR(E T —hENTzmacOSZEiR T dImaged V7 AN —9HIEDSHA384/\v>a%
£UFY, macOSOImagedv =7z 2N (&, iBoot. BMEEF vy a TNARYU— T—rh—2)LOL
933y BREHYATLR)1—L(SSV)DRY21—LIL—MN\y2aREDITRTOT ATz bDBIEE
MNEENTVET, LLBIE FEDOMacOSET -~ BL3([CIHRINTVBIHE. iBootlCHRfFTN/zmacOS
Imaged4~¥ =7z 2D/ \wahi LocalPolicy®dnsih74—/LRTCF v T FrINictDE—HT B ERRAT
IBRLEDCHEFTINTVET, 2OLSICLT nsihld. 2—HHLocalPolicyZERLTIEARL—FT4 VTV RT L
DA OREREF+TFvULET, -G VINIZITOTv I T—REETTBEEL,
BERNCnsihEZZEELE],

Cryptex1Image4<¥ =7z \v<a(spih)
BY: OctetString (48)

ZEEARERIRIZ: 1TR. recoveryOS. macOS

§HBA: spih7s—JLRIE. Cryptex1 Imagedv =7z AT —4#iEDSHA384/\v> 1% & ULET, Cryptex]
Imaged~<Y =7z ANZIF. ZDcryptexDRIEME. 77V AT LI—)L, BETZEFEF vy ansENTV
£, macOSOEFFICXNUD—RILER—JREL A T7—ICL>T. Cryptex] Imaged¥ =7z AN \v>a
M. iBoothiLocalPolicy®spih74—ILRMSRFELIEABRE—RI DI ENERINET, 113, T2t
FaAUTAHREZAVAN—INT IOV ITRNILT Ty I T — N ETIBE(CspihEEBRNICEE T LICHY
£, Cryptex1 Imaged<¥ =7z AN \yv>ald. R2AT7—YImaged V72N \y 2L (FEBERICTY T T—
NCEET,

Cryptex14£ K (stng)
B: 6AEY MOS0 UEE
ZEEARERIRIZ: 1TR. recoveryOS. macOS
§BA: stng7«1—JLRIF. LocalPolicyTCryptex1 Imaged<¥ Z 7z AN\ ¥ ahRE([CVL DTy FT—hEh
TehERITHDIVHET, ZECryptexZBA TR EHICR—JRELAv—DHO—HILAR) > —%ZFHLTNS
EEFT IpnhDROVIECTOFUTLAEREHUET, I (F BELFa1VT /R EZBYINIZT7 7Y
T—REAVZAR=ILTBRICStNgEZBEM(CBOIILCBVET,

AuxKC (Auxiliary Kernel Collection) RU>—®/\v < a(auxp)
BY: OctetString (48)

ZEAERIRIE: macOS

SBA: auxpld. 2—HEEUTzkext U AN UAKL) RU S —DSHA384/\v>aTY, Ihld. I—PHEEEL
TekextDHHAUXKCIZEEND ZEERELT RTzH(C. AUXKCOERBFICERINET, smb2lFZD74—ILR
HERETIIEODORHREHTT, I—F(F TV RTLEREIDTSA4NI—EF 1) 711 (macOS 13LA) £
I 27 ARERE 1D T1ETT4/N T —13%IL (MacOS 12L481) hSkextE=&KRUTUAKLEZEE
TBRRIC. auxplEZRBERMICEEITBZLICBVET,
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AuxKC (Auxiliary Kernel Collection) ®Image4<¥ =7z ZAb®/\v>a(auxi)
BY: OctetString (48)

ZEAJRERERIE: macOS

SREA: ¥ RAT7LlE UAKL/\v>ahiLocalPolicy@auxp74—ILRTEDNBZENDE—HTEZEERIELIEDH
&, AuxKChiLocalPolicyB& %Y 33 Secure Enclave 7Oty 77U o—avc&-oTBAINEZE
ZERULET, KT, UFICBELSINTZAUXKCHEERTEL TV, T =R ECZNESDARL —TA VT V2T
EBESINZAREM BT B8, AuxKC Imaged<Y =7z ANBEZDSHA384/\v> ahLocalPolicy(ZE
B3INET, iBootld. LocalPolicyCauxiZ4—ILRERDIFZE. AN —IHBAUXKCEFTHAA T, TD
BAERIELLSELET, Fo. AuXKCISHRfFINimagedY Z 7 AMD/\y2ahl auxi 7 —ILRTRD
Mol BE—HTBZEERIALET, MoHDEHTAUXKCDFREHAH CKMUIBE. Y RTARZOT— T
TITOMIUT, LIeh o Tt B Dkext & #AE T (L. T—MefEiTUE T, auxp7,—JLR(E. LocalPolicy
DauxiZ4—ILRZHREITDHEDFREHTT, 1—HE P AFTLREIO 4N —EtFa)Tq)
(macOS 13UKE) £z 3TV RFLBRBREIDEF1UT1ETSA/NT—1/8%)L (macOS 12L487) hrSkext
HEAGRUCUAKLZEE I BT, aux LERERMICEEIZLCBIET,

AuxKC (Auxiliary Kernel Collection) Z{E558/\v > a(auxr)
BY: OctetString (48)

ZEAERIRIE: macOS

SHEA: auxTr(FAUXKCZEEERDSHA384/\v>aTHY . AuxKCICEFENTL ckextDIEEREG Y ERUE
9, kextld. RBCFERAINZZEATHNO>TVNBRHBEF. I—HERLIEEDTH>TEAUXKCH RN TES
feé. AuxKCZEHRIFUAKLOY 72y NTENFVEFHA, S5(C. A—HEH—RILDEREHBZHICER
TEZ—EBDkextlE. Apple PayEFERATEEAEWAKE LUHDRIY TV EBETE A fEWEVNDTE
HBWHREOETICDHEMNDITRENAGVET, INSOEEZHLITDI—HI(I. LUFIRDELUWVAUXKCEE®HZZ
EEFIRUET, auxp7,—JLRI(E, LocalPolicyDauxr 74 —)LRERET 2 HADHIREHTT, 1—F (3.
Y RFLREIDTZA4NY—EtFa2)5T11(MmacOS 13UE) £/23 MY RAFLRBREIOMtFa)T0ET5
ANT—1N%IL (MacOS 125§ ho#F U WAUXKCEBERT BRI, auxr EZBRM(CEEITB &Y
F7,

CustomOS Image4v=7xZk/\v<a(coih)
BY: OctetString (48)

EEAREGERIEE: 1TR

5BA: coihl3CustomOS Image4~¥ =7z ARDSHA384/\v<a1TY, iBootld. Ml Z#ITz(CXNU
H—ILTIRBLZOYZ7IZAMDORAO—-RZFEALET, -3, TTRTkmutil configure—-boot
AVYRSAY—I)ILEFERTZEEC BRN(CcolhDEZEELET,

APFSARYa—AL%)L—=7FUUID (vuid)
BY: OctetString (16)

ZEEARERIRIZ: 1TR. recoveryOS. macOS

A vuidid A—RILAIIL—RELTERIRERY1—LTII—TZRUET, COT4—ILREEICEREMS
ATHhItF1)TOFIMICEERINELRA, 2OVULIdR FLWLWIRL—F1 2 I Y AT LAY A N—ILOIE
MEF(C - (CL>TREEMCREINET,

Apple7 Sy hIx—LDtFa1UT1 38



Apple7 Sy hIx—LDtFa1UT1

F—BES# (KEK) Z/L—7UUID (kuid)

BY: OctetString (16)
ZEA[RERIRIE: 1TR. recoveryOS. macOS

REA: kuidld, F—hENERU2I—LERUET, F—BSHE BB EIT I REOLOHICERAINTVET,
LocalPolicyZ&(z. LocalPolicyB 4% FRETIHICEAINET. COkuidlE FILLARL—F1> 5
SRFIAY A=)V OVEREEICI—T (CL->TIBEMICREINET,

K7 EhizrecoveryOS Trusted Boot Policy Measurement (prot)

BY: OctetString (48)
ZEARERIRIZ: 1TR. recoveryOS. macOS

BiBR: XTI I N zrecoveryOS®MTrusted Boot Policy Measurement (TBPM) (3. 7> FU 7L 1 fE%
F&<. LocalPolicy®Imaged Y Z 7z AN 9255744 RIESHA384/\v > a5t H T, BBRHIC—BUTZAIE
EEHANITZENTRITINET (LpnhD LSBTV FUTLAEIBECT v TT—hENBTzdH), prot 71—
JLRIFEmacOS LocalPolicylcd#d R 2mW. macOS LocalPolicylZstisd3recoveryOS LocalPolicy
ERIRTI I = RBUET,

Secure EnclaveTE&E#H#MESh%ERTrecoveryOSO—hILARY >—(hrlp)

B J—)LE
ZEA[RERIRIE: 1TR. recoveryOS. macOS

BH: hrlpld. protfs(L:E)H. Secure EnclaveTB&ENfzrecoveryOS LocalPolicy D fIE fEME
SHhERULET, Z3TRWVWESA. recoveryOSDLocalPolicyld. macOSDImaged 77V IGE(CELA TS
Appled >S4 BEAY—NICEH>TELINET,

O—HIARL—F4 VT RTLDIN—T 3 (love)

B J—)LE
ZEEARERIRIZ: 1TR. recoveryOS. macOS

54BA: loveldLocalPolicyMERENB0SN—Y 3> RULET, /N—T3 (3. LocalPolicyfER SR (Z Rk
BEOYZI7IZAMSEIGEIN. recoveryOSORT UV FHIRZ BRI 3zH(CFERAINET,

REBIILFT—k(smb0)

B J—)LE
ZEAHERIRIE: 1TR. recoveryOS

FiBA: smbOAFEL T\ TtrueDHZ AR, LLBIF N—VF FAXEINBLEEKRTBZRDYIC. XRXT—Y
ImagedY =72 O—NILICBLEINB LT LET, I RIDT—ILRZ, EFtFa)Tra1—
T1UT4F3bputileEALTHEEFI1UTAUICHYIVITL—RIBIETEETEXT,

REHBIILFT—r(smb1)

B: J—)LfE
EEAREGEREE: 1TR

88 smb1AEEL T\ TtrueDHZE (L. iBootld. HRYLDA—RILALI2aviREDFT I o MR
LocalPolicy&BU##ETSecure EnclaveTEBAINZZEEZHFALET, smbODIEE(E. smb1DIEEDHITE
£HTY, A—FFZDTr—ILR%E, csrutil®bputilBEDIV U RSA Y —)LAFERLT ) T4l
FRIELICYI>IL—RIBZETERTEET,
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R2EIILFT—r(smb2)
B J—)LE
ZTEARELRIE: 1TR
SREA: smb2MEEL TV True®iZE 3. iBootld. Auxiliary Kernel CollectionhLocalPolicy&BUET
Secure EnclaveTBAINZZEEHFTLET, smbODIEE(L. smb2DIBEDFIHREZMHTYT, I—HFZD

T14—ILR%E EBEFaUT AT TFBbputilefALT MEEF2UT/ICIIVTL—RUTHEIRE
HOkextzBWCITBZETEETEFT,

REUIILFT—r(smb3)
B J—)LE
TEARELRRE: 1TR
SREA: smb3AEELTVTrueDBE. TNARADI—F [EY AT LADENAILT/NAAEE (MDM) I (B
INTVET, 2OT71—ILRMNEET S L. LocalPolicy THilffid 2 Secure Enclave7Oty 877U r—>3
VN O—HILA—FRAEEKRKTZHADYICMDMEREIZZ(FANE T, I—F(FZDTr—ILR %, EEt+al)
TA4A—T4)T4FZ3bputilZFERALT I EDkextE LUV IR 77y I T — OB BN REHER
MCTBETEETEET, (MacOS 1M.2UETE. REDEF1)TrE—RNRE2LGEF1) T DBE.
MDMTRHFH/N—V3>0macOSADT7y 7T —heRRT32EETEET, )

REBIILFT—k(smb4a)
B J—)LE
ZEARERIRIE: macOS
88: smbaMFEELTULTrueDiza. 7/31 2 (3. Apple School Manager. Apple Business Manager.
F1z[FApple Business Essentials&#ERALTARL—T4>J S RTFLOMDMAEIICERINTVET, 20D
T4—=)LRAEET DL, Secure Enclave7 U —>a>&#fId 3 LocalPolicyld. O—hILI—HRA%E
KIBROVICMDMEREEEZIFTANE T, 2OT4—ILRIE. TNAZRDT ) TILEENZNE3DDH—EZRDL
ITNHICRTIINTVWBZEZRETDE MDMYYa—2av([CL-TEEINET,

ST LBEMHERE (sip0)
B: 64EY b ORFSIZLEEH
ZTERREGRE: 1TR

SHBA: sip0ld. LUEICNVRAMIZREFESNTZEIED Y AT LEEHRE (SIP) RS —EvhERIFLET, FiL
WSIPRUY—EY M. LLBTFE<macOSTOHFERINBHE. L TDLS%LocalPolicy®71—)LR%
FRITZRDYIC. CCTBMEINET, - FZDTr—I)LRZ 1TROcsrutil=EALTSIPEERICL.
M1 UFAHIRGLICY IV I L —RIBTETEETEET,

ST LEBAMRE (sip1)
B J—-)L1E
EEAHERERIE: 1TR

HEA: siplHEFEELTVTrue®iz A, iBootld. SSVAUI—LDIL—M\y L 1OREEICKKT B EZFF I L
F9, AI—TRBZOT—ILRZE NTRAScsTUtilF 2 FbputilZEATBICETEETEET,
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Apple7ZyhI7x—LDtFa) T

SATLEAMERE (sip2)
B J—)LE
ZTEARELRE: 1TR
SREA: Sip2HEEL TV TrueDizE. iBootld. H—RILAEVICEZTAHF AT DY — 0% F T2 @R TTHER:

FFANEHFBUERMBE(CTRR) N\—RIz7LI24%0vILERA. I—HIFZDT4—ILRE NTRMS
csTutilx/z3bputilZFERIRETERTEET,

2T LEAERE (sip3)
B: J—)LfE
EEAHERIREE: 1TR
SiBA: sip3HEEL T\ Ttrue®HZ A, iBootldboot-args NVRAMZEEDMEFHAHEF U X N2 BERAL

Fth. ZILBVIEEEF. h—RILICESINZF T3> TILILET, I—FFE2DT71—ILR%E 1TTRHS
csrutilzx/zl3bputilZfFRIZIETERTEET,

FEBAE &£RemotePolicy

LocalPolicy®E&AF—DIEREEETHIFINTVSLSIC. LocalPolicy®imaged(Zld. FiEEIDERRE
(OIC) &#d+AFDRemotePolicy £ EFNTVET,
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IntelZOtvHEFHEMaca>Ea—4
Intel7OtvHEEHEMacH7F7—h7OtER

Apple T2tFaVF+Fv7=EBEH U zIntel 7Oty HiEEMac

Apple T2EFaUF+Fy7FBLUIntel 7Oty EHEHMacI > Ea—YDEREAND L. FvF(FiPhone. iPad.
BLUApple> VO EEMacERILAET. Boot ROMASEF+277—hEETLET., INIFiBootd 7 —hO—
F—%=MERL. SEF I ORVDRTYFTY, iBootldT2F v 7 ETH—RILEH—XILIERIEBED I — R & FESD
LThHB. Intel UEFIZ77—LIx 7 =R LET, UEFIZ7—LDI7HLVEETZBELIE. TR T2Fv I TOHE
ATEEY,

Boot ROMA‘iBootDE &AL F 9

!

iBoOtAT2h—FRILF vy DERZTFMLET

l

T2H—FIF v VY aUEFIZ 7 — AU T FDELETHHLET

!

UEFIZ 7 —L7x7

Intel CPU

UEFIZ 7 —L z 7hboot.efi DELZFHIHLET

l

boot.efii\macOSDEBE AR AR H—FILDELZTFMELET

'

macOS

REEDH. UEFIZ7— LI 7 DA A=IDT2F Vv TOAEID—HICTyTINET, SOREYE, HERSUTILARY
I3 A2F—T714Z(eSPI) ZELU Tintel CPUTHEATERLS(ICHWET, Intel CPUIRE S DRI DSBS
(. T2Fv 7LD, BEEMNHR TN AEVICYYTINLET7— LI 7OIE—H 5, eSPIZEUTUEFI 77— LA
V17 ERELET.

EFEF—>0OFiEIntel CPUTH TS NE T, UEFIZ7—Lvx7hboot.efi(macOSOT—hO—45—) D
BLEFMUETD, Intelo7 770y S CEEITZmacOSOtF177—MNEDE4IFIOS. iPadOS. T2
FyvIOtFa7T—NIFEATNTVBREDERIUIMaged X TREINE T, Imaged 77L& fEFTTZHI—
RiE, BEDIOSHLUVIPadOSOEF 177 - EEDEDEFL. N—RO—=Fr>JINI—-RTY, RIC.
boot.efildimmutablekernelEWSH LW I7AILOBAERIILET, TFa7T—IAERITHEOTVDESE,
immutablekernel 774 JLIEmacOSOEBCHEFAppleDH—XILILEMED 2By BV ET, tFa
77 —hRUT—FimmutablekernelZ 7O ZANE | EMANTZBE R TR T UET, ZD%IEmMacOSOtEFa) 7o
RUS— (AT LEBEHREDBAINIEH—RIVIEREEERE) NERICRVET,

COTOERTIZ—FHFRBAEZDE MachHETE—R. Apple T2EFaUF+Fyv7DUANUE—R FE
Apple T2EFaUF+FvIOFNART7— Loz T77v 7L —R(DFU) E—RICAVET,
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Apple7ZyhI7x—LDtFa) T

T2Fv7HELUIntel 7Oty HEEMac LDOMicrosoft Windows

FIFINTE EFa7 T — b eYR— T BIntelZ7O v EEHMacld. ApplelCL>TEBL NIV T YDH
EEBUET, 712720, Boot CampTA Y AR=ILLIEOSOEFaTs%=B EZHEZ728. AppleldWindowsd
Fa77—bEYR-NUTWVWET, Unified Extensible Firmware Interface (UEFi) 77—LAPz7IZlEMicrosoft
N7 —hO—49—0DRFEICERT BMicrosoft Windows Production CA 201MEEBAZDIE—NEENTVET,

sEEC: Microsoft Corporation UEFI CA 201113, Microsoft#td/N\—hF—([CK>TE L INEI— RO & &F
A IBHAAETIN RERTINCHIZEFEFHEIINTOVET A, —MRICZOUEFI CAF. Linux®/\U7 >
NEEDARL =TI AT LTT—hNO—9—DEEHZRIATIRCERAINTOET,

T 74ILNTEWIindowsDF 2177 — kDY R—NIBICTHE>TLELEAN. Boot CampT7 X9 ~BCA) %=
FRHINEEMCHEVET, I—YHBCAZETISE macOSIF 77—\ —FrDMicrosoftitMEA LT
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BEE. I270-LI—RAT7>ZyTIN, LO-RRI—FOFNAREEINET,

RISTNAZNIRIO—T—9%FERLT AT OF—F1— > OBRSCEALIES VY L#ET7> v LE
¥, ZTOREMEST. CIOUdKlt?:lCIoud(D:\:—{EZI\I/—/b‘bEYﬁ‘c’h?’:#—?I—‘ﬂb*@%éﬂ\ TINAZLEIZE
TENET. IRVO—F—ERF I270—-LI—ROFEEREOHTZI0EDHFFAILEY, SATCHELEKT
BELa—RAOvoEnagizd. zn U EHTI3C1E3. - 3Apple P R—MNCBEL AR EZRILENDBIE
¥, 10EIKHTBE HSMYSRY(CLH>TIRYO—LI—RHAMEST N, F—F—UNTRICEDNET. 2hid.
F—FI—UT—HYEBEEICIZADYIC LI-—ROERFZzH#2HEEHY (DI —hI73—2) KBNS L I—R%ZF2
FRICBVET,

INSDORYY—FHSM 77— L7 (LA RAFNTVET, 77— LVIT7OEEZFAIIEERTI/EIAD—REHE
BINTVET, 77— LVI7ORSAFLEREBERADTIELINFHTIND L HSMIFRY (CL>TRERDHEI
BRENET, A—CORIDBELLHEE. ZDVIRYICI TRESNTVBEF—FI—VORBEEFIC. TRV
O—LI—RHAERDNIECEZBMI B AV E—IHRETNETT, ThEDI—T[E ZORBERNTEET,
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Apple Pay

Apple PayDtF+a1 )71 DIIE

Apple PayzfEZ(E, HR—hENTWBiPhone. iPad. Mac. 8&X U Apple Watch®&F/\A T, 7541\
—%SFVIENS, [EFNT7TUA. SafarichuWeWeb YA b ETHEN DR LTIV ETZAET, 21— (3.
Apple PaystieD3SGBRICH—R, ZAFE. 7oA h—R%ZEAppleV4 Ly NIEBMT22EETEET, (T
THEVDTVEFTHL N—RITFEYTRNII7OBE CEF ) TANREEINTVET,

Apple Payld. - OBEANBRERETEZLSCHAINTEY, I—FHRFESINZTREEOHZ NS T I3
VIERE—VIRELFBA. KIWRNSOYIYav i 1—F MEE. $LUH—RETEJBTOHFTHONET,

Apple Pay®aYR—RObOtEFa)57s
Apple Pay(d. &M DHECEVWVITERLSICTEIVKOND/N—RI7HEEEtF1) T EZFERALET.

Secure Element

Secure Elementld. Java Card 7S5y h 74 —LERTIZERZEEDOREF VI T BEFRBFICHITIERMERD
EHFICEMULTVWET, Secure Element IC&Java Card7Svh74—LAld EMVCoDtF a7 ETOE R
[CROTCRESNET, X2 ) T(FHENEFE(CKR T 95 EMVCONSERDICELUVTTY M T4 —LFFBAEMNFH
TENET,

Secure Element ICld. JEVISATUTRBICE DV TERIEINTVET,

NFCa>+O—-5

NFCO> hO—3(4. Near Field Communication(NFC) Z7OMIJLICHISL. 7TV o—>a>T7Owyvie
Secure Elementf8l. $&U'Secure Element&POSIHRED@EEZIL—T1> T UET,

Applew#Lvyhk

Apple 4Ly k7 F7UE LY yhA—R TEYMA—R EEH—ROBMEERE. LU Apple Paylc&dx
HWWIERASINET, -1 (3AppleV4 Ly hNCTEHDDH—REERTEET, e HI—RETSUNRETZE
MER (D—RREITREOTSA/NI—RI Y — RADOES |l L) =R TE2HEEHIET. UTOHBAT
Apple PaylCh—RZEBMITBZZEETEXT,

IOSHELViIPadOSDFRET I RY >V NTERTE
Apple WatchB®Watch7 7

Touch IDEE#EHL=MacI>Ea—5 DI 27 LEE I (MacOS 135U) £z (@M 27 LARIBEE

(macOS 128N Do+ Lvhk&Apple Pay.
FIz. AppleTA Ly NMIZBRICH—R. RAY MA—R BEHE Frub £TMI—R 2L 72— RigE%
EBMUTCEERIZEETEET,

Secure Enclave

iPhone. iPad. Apple Watch. Touch ID&E#& L=MacI>E1—%. H& U Touch IDEEMagic Keyboard
ZEATDApple>)I>EHMacI> Ea—4Tld. Secure EnclavehZ ORI TOLREEEL. KWK TY
Yo2a>0TESFULET,

Apple WatchTlE. TNARD Oy I % EIRL, HARRY> ESTILI Vv ITRRERBIET, 4TIy ohiE
HaInde Z0OBRIETIVr—2a> 7Oy ERBE T, Secure ElementX 73R BT gERH S ESecure
EnclavellBZEINET,
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Apple Payt—n\

Apple Payt—/\[d. Apple™# Ly hCDIL Uy hh—R, FEY hH—R, 3SERICH—R, B4E5E, 7722 h—R
DFREPTOLYIAZUIZEEBLET, F7z. Secure Element[CRMSNTVBTNAZATHIY NESEERBLE
T Fes TNARERAAYRRY R —IXTZ@3A—RBETRHUOT—NOWALBRELET, 52 7TFURPWeb
FTOZIWVICERATZZIVWERBROBES{LEAPple PayT—/\HATVET,

Apple Payh1—H DBAZRETEIHE

Secure Element

Secure ElementTl(d. Apple Pay= BB I3 eOICRRICERFTINTZT Ly M RARUTWVWET, £l RAIAY
RRYRNDT—IPH—RETRBAICIHOTRESINETILYMNEEFNTVET, LY vbH—R, TEYRA—R TUR
ARD—RDT—=FF RAAVRRYRT—VXZFH—RETRENSINSOT LY NIEEINETH. ZOIER.
RARAVRNRYRND =D F[EH—RETRBVETTL YD EF ) FARAL Y UDHISHBWVRICL TSI
7. ZOT—F BT Ly AICRES N, Secure Element®tFa ) T8 %EFE>TREINE T, bS53
S OERTHGRERIERIERAD/N-RIz 7N\ RZEALTNear -Field -Communication(NFC) 2> hO—3
B TSecure ElementE BEEBELFT,

NFCa>vhO—>

NFCa> hO—3>l3ESecure ElementADS —h oA EUTHEEEL. CNCEY. IRTOFEFEMBETI VNS TS
A FNAADEL(CHBPOSIHRICENERITEINBZCENRIASNET, Tr—ILREEARDIHEERNSEV
IWWEROAHH. NFCOY MO—SCL>THEEMBNS O3>0 ELTY—V SN TUESINET,

H—RE&EFEMFace ID. Touch ID, £zlF/NRO—REFERTZH. H2\FOvIEERINTZApple WatchTH 1
RARG>HGT TGV ILT ZLIvhhA—R FEYRA—R FURAMRH—R (EEHH—REZET) TOZIWVERXER
I3, Secure ElementIDRA A N7 T Ly MHER UTE FEEMBIDIEEN T MO—S LK >THEMAIICNFC
T4—LRICEEINET, ZORR. IFEMBTIVWINS Y230 O WAROEMIERIE. O—HILONFC
Z4—)LREERICEFY. 7V I—>a> Oy HCRARINZZEFRULTHY FEA. INEHL. TTURB L
U'Web L TOZIWEROFHMIERIET TV r—>a> 70wy CRESNET, 2720, Apple Paytr—/AADE
S/l d Secure ElementlCk->THEB{LINET,

ILIyhA—R TEYMH—R BLUTURSIRH—R

H—Ro7OEYa=>intxa )T DEE
A—YNIL Iy A—R TEYRA—R FURAMRA—R ([EERHA—RZZT) EApplev#+L v NIBMT B L. Apple
[CE2TZDH—RBEREA—FOTHIYNBLUTNARICEITZZDMDIBFRN. ZHUITI2H—RRTRLEEE
H—REFTESHEREOY—ERTONAY (BEEFRAAVRRYRNT =) [CELRCREINET., h—RRTH(EL
FZOH—ERTONAY) [FCDBEREEST. ZOH—RDAppleT+ Ly MADBMEARTZNESINERELE
9. Apple Payld. h—RO7OEY 32570 AD—HELT U TD3DOF—NAIFUTHELUEFERALT H—R
ROIRRERBFRAAVRRYND—0ETF—IDXZERTVET:

Required Fields

Check Card

Link and Provision
HD—RETEHEFZERAMAIRYRNT—IF NSOV HUEFERALT A—RETSENH—ROHER. &R &
KU AppleV# Ly hADEBMZEITZAZELSCULET, INGDISA TV NT—N\tv>a>TlE TLS 1.2%EALT
T—IHEEINET,
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TEHBH—RESE. TNARCEApple PayT—NCERESNEBA. ZORDUIC. TNARTHIY RNESH—
BICER N, BS{ESNzH E(CSecure ElementlCRESINE T, CO—BOTNART AUV RES(E Apple
TETIERATERVHETHES(EEINET, COTNARTHIVRESE FEAEDILIYRA—RPTEY R D—
ROBFBEIFRLGDIZD. H—REASUFETZERAAVIRYNT—=2fF FL Iy hH—RPTEYRNA—RDES%
WRANSATH—R, BEE. WebT A MEETEBASINLBVELSCRETEET, Secure ElementRADT/NAR7AH
Uy hNESHApple Payt—NCRESNZCEFFRLTHIERA. Fe. iCloudlTNvo7vTEInsdzet3<.
i0S. iPadOS. & UwatchOSOEFT/NA AN S, BLU Touch IDEEHEH LT=Macd>Ea—4&. Touch IDZEHE
#L7=Magic Keyboard=ER32Apple>)IVEHMacI > Ea—IhSYIUEINTVET,

Apple WatchTER T2 h—R%ZApple Pay(c &I 3(C13. iPhone®Apple Watch7 FUE 3 h—RF
TRAIREITSiIPhone 77V EERALET. Apple Watch(Ch—R%EBMTBICIE. ZDApple WatchM
Bluetooth®BEEERNI(CHDHENHWET, h—R(FApple WatchTERIT B HICERIN. MEDT/NI1R
ThOoUNBEEEZF/FEET, TINARTHD Y hESE. Apple Watch®Secure ElementA(Ci&EINET,

BMENILYyhAH—R TEYRI—R TURARA—R (EHD—RZ2ET) [F. ALICloud7HI > M2
YUTWBTNARTRET Y RY Y MeETUIEFICH—RDURMIRTEINET, INSOH—REF, 2E<LEETD
DTFNARTENCIESTVBRIZDYZAMIRTREINET, IRTOT/NAZADSHIBFINT7BULEZEDE 2DUR
MSEHIBRENETT, COWBEZFINICITZCIE. ZNTNDICloud7Hh I hTC2T7709RE =B MCTBHEN
HVEY,

Loy h—REEIETEYMD—R%ZApple Payl:EMT3
AppleTNARTIFIL Y whh—REFHTApple PaylTBIMTEET,

ILYybA—REERFTEYMND—RZFETEMTS

H—REFEFTEMIZHEEF. 7OV 70t =MBICAEBTRZ0H. 45K Hh—RES. EWHR. LU
CVVEFERULET, MREL. ApplevrL v, £1zlFApple Watch7 7UT. TNAZADHASZFERUTURTE T2
ETZNSDERZANTEET, HASTH—RERZMVATIHE S, ApplelCLVEE Hh—RES. GMHRED
BEHNRAFONET, BEENAT/NAROTANSATIVICRESNDZ L EHVET . BDEBERNIRNTALEIND
&, Check Card7OEZNCVVENDE 71— ILRZHERLE T, ZO%K. BERMNES{LINTApple PayF—/N\(C
RIEINET,

Check CardZ7O0t AN SFIBHEHIDARI NS, Appleld h—RETREOFAZGEEZS Y>> O—-RLTA—H(C
FRUET, I—THRTEHOF ARG CRRTS L. ApplelFREERLABZHEDIDS LU CVVELink and
Provision7Ot RICEELET. ZDEFH\ Link and ProvisionZ7OtE20O—EE LT, AppleldT/NA AN ED1E
WED—RETERUFLERYND—IEHBLET, BEAMICE. () - DiTunes&App Store®7Ho > MR
[CRAT21EM (TunesCORBBDN I I a>hB2hESINRE). (b) - DTNARICETZ1EH (BEE
B TFNARADZBIEET )L, Apple PayDsREICHRERLRART UV ITHFDAppleT/NA272E). (c) I—Hhh—KR%E
EBMUEEZEOBEHELZOMBRER (A—UHMIBBERT - 2EMCLTVIIEE) BETT, H—RETSHEI
ZDEREEST. ZOH—RDApple Pay DEMEAKRTEINEIHERELET,

Link and Provision7Ot ADERELTUTO2DDMEBNRITINET,
FTINAZDN LV whH—REREFTEYMA—RZERTApple T4 Ly MR T7AILDF 7> O0—R%ERRIET 3,
FTINAZADN, HZh—RDSecure Element~AD/N\1 > REFEATS,

INZT7AIC(E A—ROFHFA Y &BIREER. BETIH—RETRILEOT T FR—RINZEREBEDH—R
[CBATRAYT—H%SF I O—RITBIEHDURLAEENTVET, [ENI(TE. Secure Element®/N—V S 4 ZIH
SETLENEDIH. hA—RETE/ICEOTH—RAFMBEIECHOTORVAESH, Apple PayTHIAWETTSed
[CH—RTEBMOBIENBENESINRE NADREICETZERESFNTVET,
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iTunes Store7AV > MV L Ty A—RERIBTEYMI—REEIMTS

iTuneslCERINTVB YL Yy hh—RPFEYMA—ROFE. - (FApple IDART—ROBANERDHEND
ZENBYWET, h—RFBHiITuneshSEE TN, Check Card 7Ot XMRBINET, ZOH—RHApple Pay
[CRBLTWVWBRIHEE A—RRETREOF BRI O—RSNTTNARICERRINET, ZOH L, FIBARKN
DIDEA—RDEF1)FTeI—RMHLink and ProvisionZ7OL R ([CESNE T, BERSINTWVBiTunes7HI > D

A—REFEMOBRIANLEGIZENDBVET,

H—RETRUEOTTIDSIL Iy H—RERETEYNA—RZBMTS

T77UTApple PayZ A TERLSBFINTVB G} ZOT TV EA—RETREOT—/NBORIPERIN
FY, INSOREFD—RETRHRICEEINZH—NBEROBSCICERAINET, N AppleT N1 Z2HH—R
BRERHAINZVELSICTERHTY, 7TOEYIZ>F/7O0CRE. LEOFHTH—RZEMTBIHELRLLD
ZITDONETH. CVWWORDVIZTYIALINZAT—RIMERENET,

H—RETREOWebT A" 5IL Yy h—REREIEFEYMD—RZEBMTS

—BOH—RHETEHE., AppleV4LyhDA—RFOEYa=> 5 70vR%EZFDWeb A "M SEERAT BHLAE
ERMUTVET, COBE. I—T(F A—RETREOWebTAhTTOEY 3=V I T2H—REEIRTZIETY
20%BBLET, AT FEHSREREDAPPle A1V TIARUI V2 (AppleDR ALV ADHTURIBITN

FI)CUFALIRSE Apple IDTHAVA>TBESCKROENET, YA/ VICHNTRE RICA—HFIFH—R

H7O0EY3a=00931DUEDTNARERIRLT, 7OEYa -V IR &R Y-y NTNA R ETHRTELSIC
RHENET,

BIMOREEZEBINYT S

H—REFTRIEE. LI YM—RELEBTEYR—RCGEMORIENBENEINERETETET, H—RETR
HOSEESINBZT—ERARBICIVETN. TEFRMAYE—I A=)l ARIIY—F—EREDBEE, KRINT
MR T TINTRUEINDZFELE, BMORIEZTIAEE I NS EIELF T2avhoRIRTEZ5E
NHVET, TFAMAYE—IPA-IILDGE, I—HICEF H—FRITRICTTICERZIN TV S EREBERD
SEIRTZATLIVHNRRINET, ZZCOA—RHEEINBOT, ZOI—RZAppleV#Lyh BREL. FzlE
Apple Watch7F7VICAATBRENBVET, hARIY—F—ERDTTVEEATZIRIDHEE. h—RETR
HOBRBEOHETEBLET,

Apple PayTD3Z A LVKER

Secure Enclaveh\#B# I N7/N1 XT3, Secure Enclaveh o & REZ L H L ICOHXINWVEITIZENT
=FET, ZOFE. iPhone. iPad. #7zldTouch IDZE#E# L=Mac (%3 W\ FTouch IDEHEMagic Keyboard&~R

TUTTEINTVWBMac) Tld. I—HEFRRIAH B WVIET/NAZ/NRO—RETZF/NRT—R TR LIz &= FER

LET, MATEIBECEERTINT 74V NOAETTH NAI—RELE/NAT—REVWDTEERTEET,
Fre IBROREIC3EI KK TEH. (iPhoneZE/z(diPadT) BEEDEREEC2EAKITE L. BEIMIC/NZRO—REZF/N
AT—RWMERTERLSICAHRVET, SEEKTEDE. NRT—REFZEF/NRT—RHBARBCBYET, EERZIEHRE
INTVIEWVIEEY, Apple PaylC UTEMICE>TVWEWGE(CE. NATI—RELEFNAT—RHAEKRINZET,
Apple WatchTZhAWEERTTB(CE NRTI—RTTNA OOV I ERRL. YARRY > E S TILG Vv IT B0k
ENBUET,

HERTFIVVTX—%ERTS

Secure Enclaved LU Secure Elementld. SU7ILA > H—T714/ 2BV TGREBLET, cn(ZlE AESICED
WEBESLERANERAIN. UTLARENSRETIROHCTUFITLAENMEDNE T, MEFEZEERINT
FVFHAN RETRETCIOEYaz v ISnNeHERTUV I BEEFERBLUCERECRELEYT, Z07O0EYa=y
470+t ATl Secure Enclaveh’,. BB DUIDEH LU Secure Element®—R&HBIFHNERTU > T EEER
LEY, &(CSecure Enclaveld. R7PUV I BETIHBEON—RI2z7EF2)F4ET21—I/L(HSM) [CEZL2([CEELE
9. ZUT. HSMART U > J % Secure Element(Z8ALET,
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AN o> a2 %ERIBE(Secure Enclaveb BFBETIMEYVIRFvAS D). RAOBEH LV
NS oY ay DEEGEEMEERE7IR) OFMICETZERFHT —9HAR (Authorization Random)
B NIENT, Secure Enclaveh5Secure ElementCXEINET, ARMEE. I—HHTIL Dy hh—
REZ7OEY3=> /' UTzeEF(CSecure EnclaveRTERINE T, INIF. Apple Payh B g FHiF SN,
Secure EnclaveDiES{tE L0 O—ILNYIRBIEAD Z I LICE>TRESNET, ARG ATV E—%FAL
TSecure ElementlCZ 2 (CEMEINET. Secure Element(d. HUWAREZZ(TERD &, HATITEMEINIZTAR
TOH—RICRT BEHDOIY—IZFTET,

FHLtEF1)T/(CHVAEIVTINI S LEERTS
RAART TLY M SEESINZ RIS YO aV(CE TNAAT OV MBS CMATZIWVEY )TN S
LOEENTVEY, COVVTNISLRIBIERYDI—RT Moo avho s E @ FE>TEHEINE T, S
OV ATV FULWNS OO a s RBRETBREV(CEYINET, #E NV FSAXBECRIAVRNT
TLyhTFOEYaZ oI EN RAAVRRY NI — O ED—REFTREOVTNAFEZIEEA (SBMINET, T
WARICE-TE COFHEICUTDESBT—YEFERINET:

IHARNERTZF R85 (NFC (Near-Field-Communication) k2> 023> 0ig&)

Apple Pay—NRO7>FUTLAE(TTURNS T o3> DIFE)

CVM(Cardholder Verification Method) [EHRGED I—FRIEDIER

INEOEFIVTAOA—RERAAVIRYNT = EA—REITRVICEETNB . BRITRUANE NSO 23y
OREECERATEXY, EFaUT4I—RORSE MU F U3 OBREICL>TRIEGBZENBIET,

Apple PayZ{#E>TH—RTXZILS

Apple PayZfE->T, E&H. 77UAN. LU WebTA NCEBALLEOOREEINSZEMNTETET,

[EHTH—RTEZILS
EYEPDiPhoneF/z(dApple WatchhANFCT74—ILRZBETEE BRSNEH—R(ZOH—RTEERIRNS
VIZHEHTWBIBE) FREATREITERINTVD AV H—RAI—HCRRINET, I—H (3. ApplewzLvh
TH—REBIRTBZZEETEET, TNARAOVISTNTVBIBEE. U TOBEETZAZET:

Face IDE#EHTNAATIEYARRY>EFTTILIIvITS

Touch IDE&ET/NARATEKR—LRY>HSTILI)vITS

Ov/EmENSApple Payz a2 70t EUT1148E%FERTS

RIS, A—YhHFace ID. Touch ID. F/zl3/S2D—R AL TRAITBHENHIET. ZOR. BFERAGEINE
F, Apple WatchT(3, OvIMBEIREINTVWBEFICHARRY>=2F TN Vv ITDE KILWHDAL Y H—RM
BWCRVET, AT ORIAHIRVRY, STHAWVERIETEEENEEA.

A—YRREETRE. TNARTOIVNESERNS Y I3V BEDI(FIvoEF1 )T I—REFEH>THILWLM
WMIBEINET, VLYY MA—REZRTEYRA—ROBSEHN. AppleP I—FOF/NAZHSMBIEICEEFIND
ZEEFBIERA. Appleld. bSo P03 DB HELZOREVIBREV LNV ITa v ElRE BELTRITE
ZEAahHUET, NI, Apple Pay»ZDMDAppleDEBEB LU T —ERDHECFIAINET,
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Apple Payld. i0S. iPad0S. macOS. H&U'watchOSO7 U TOXIAWICEFERATEET, I—YH

Apple Pay=FIALTZ7URTZIS & Appleld. BS{bINhI Yo a  BEHREZELT TROVNEE
FMBECIL—FT1>FUET, AppleFFROVNBEBORZFE ST T I3V 2HBESELTHS. TAROY/N
FZIMEBECEELUET, Apple Payllld. BBLZOBARERENELDON O F VI3V BEREVTRIFINE
J, COBRICLH>TA—HERETZCLETET. I—FOBARBHCOBERICEFNDZLFRLTHIEE A

77UhApple PayDZINWRNT o2 a>wFATDE. TNAZANSDOBEEEINIENS VT3> (E MEBEL
WEFICApple PayT—/NICEEINET, Apple PayT—I\NZDORS 023> w2RETRE. MBEEBOHE
ZESTRNI TV avzBRES LS L. MBECEELET,

TTINZIWEERTZHE. TOT7TVIIAPIZFUHELT, T/N\1ZHApple PaylC R BLTVWSHhESH H&
UMEBBENT U TVBRAAY Ny NI —0 ETHINWTTRER I L Dy hMA—RETEETEY MA—REI—HHREF
LTWBMNEIHEFRARET, 7FUIE BRI, BB, @R ERGE. Moo a> DAEBES L UE
TICRHBEERBINTDBEREZERLET, RICT TV Apple Pay>—hDFRR%IOS. iPadOS. macOS. 7=
[FwathOSIZH&FELE T, Apple Pay>—N3. 77UDEHRE. RERZOMOER (EATZH—REE) %, iOS.
iPadOS. F7z(dwatchOSICERLFT,

CORRTT VL. BRRHNGENEZHET IO XN, HEMFR. BEESOBHRNMBAINET, XU
EIRTOBERH T FVICRHEENBDF. I—DFace ID. Touch ID. FzldT/N\A RN —R TV EETL
EHETY, IWHEEETNB L Apple Payy—hCTRESN L BRAIMBE [CERESINFT,

App ClipATh—RTXZIS

App Clipld. ZO7 7D —BOMELZIRHELT. T2 7TV %EY I O-RUELTE, BEEAEUEWEE
BREZINSTEVEVDTEI RV EIA—YNRBELRITTESRLSICLET. App CliphZIWICHBULTWRIFE.
I MAppleTHA > 1> =2 ERLTHNS, Apple PayZEALTZIAWEITSZEMNTEET, I—HHApp Clip
RMSZIWEITIE, TRTDEFAVTA B LUV TN Y=/ ERKET TR TOIIVDIZEERUICRVET,

7RI WEI-FHNESEL. MBENRIETEDHE

I—HEMBER. ZE2BT7TUZHVOES(C. Appletr—/\, Secure Element. 7/A1 2. 7FUDAPIICER %=
EBUET, £ 2—HW7FUZWEERTEE 7T UIEApple Payt—N\EFUCHRLTT7 > FITLAEEERE
ULEY, U—NFZDEEFHI DS Yo arT—4%Secure Element(CEEULET., ZITHIWER BRI
HIN. AppleD#EEERALUTES{EINET, KIC. Secure ElementldZIAWERIERZApple Pay—/NICR
LEY. Apple Payt—/N\I3ERIEREERS L. 207> FUTLAEEApple PayF—/\hoHohUaREI NI
ToFITLAEEERELTH S, MBEIDEEEMGFONTIMBEF—ZFE > THIWERBRZBESEULET,
ZUT. Appled Y —N"\HEZHWETFTNARICEL, TNAREZIWET TUDAPIZEL. APIFLIBOZHICZIHW
EMBEDYATLAICELET, MBEEFZILVWERERZESL. ZNANI T I3V DELVWREBETHIL
HERREELET,

APICIF. MEBEIDEIEET DIV NLAYMRETY, o, M0 avhEHOBRCHEITULEING

WESIE 7TV TEXESPEREIDREDT—4%EBNU. Secure Element(SEEFELTEAIERIEEHEETT,
INETS(ICE 7 TFROv/NHPKPaymentRequestTapplicationDatazig ELE T, COT—FD/\wva

MBS {EINEZILWT—Y(CEHENET, ZO%. MAIEZ. BH DapplicationData/\v>am, ZIhWF—4
CEFENTVREDE—RI B EERRTILENHIET,
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WebH 4/ hCH—RTZ$S

Apple Pay(d. iPhone. iPad. Apple Watch. #&UTouch IDZ## LzMacad>Ea—9h5WebY A TX
IWETOEF(CEMEATEXT, Apple PayDO > > 50> arzEMacThtaL. BUICloud7ho > hERLT
Apple PaystitiPhone&7zlZApple WatchThSoH 02 a a2 T I52EETEET,

Web ETApple PaylC R IST2IRTOWeb T+~ Apple(CBERTIRENGVET, KA DERE(S.
AppleMTLST 47> NEBREEFITUILHETDHRAM D ZIRINEITINET, Apple Payz T R—K93
WebT A M HTTPSBHTIV TYVERBIZHENGBIET, XV Yo a> e (c, WebTF 1 hME
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RIS, —EOEPEOBMEZTOILSCRHENET, SNSOEEEI—F DTN REApplelC LW 1. 3D
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ALET,

COBAER. A—HHBEITBZCLCRABLLBRZES(LIZDICEAEINETT, COBEREIFLYMMILST
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ISO/IEC 18013-5#1&(F. LFaU TRV =R, ik, BHI2EHDOEF 1 TA ADZILEHRELTW

FY9, ZOHRTIDHERE. BITHBEDODBRLET/NARBLORIEOWAZETLUET, T5(C. IDHEER(. ISO/IEC
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9. REUEBERAER CRIESINZ L M2 T U232 OB RT—5—RAAEN. U—F—RAEEN
LTzApple Registerb\%d)l>7‘-47‘-4(:E§‘9“Za'|%$ﬁ%lDo)}%‘fBI(:kL\bi‘g“o

Apple7ZyhI7x—LDtFa) T 146



iMessage
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Apple®iMessageld. iPhone& & UiPad7/ 1 X, Apple Watch, MacO>Ea—9DAytE—IH—ERTY,
iMessageTld. 7FZANTMA. BE, @&k, IBER. ) IREERTTEIZEETE. TLWWRIOTAIVRRE
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EREBUNBENETIERATETE A AppleNZDT—9%BFTZ2EETETELRA,
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ANTBE FTINAR(FApple Identity Service (IDS) LiBIfEL. ZEH CEEMIENIZIRTOT/NAZD B
EAPNSTRLZEZERFBLEY, I—MNELRIZAANTDE TNAREFET I ONEIKEIZFERLTZOLFIICHE
B IoNEBEESHLUA-ITRLAZNELZH L. IDSHSRFEEAPNSTRLZERFLET,

A OEEAYVE—V R REFOTNAZAZEICEBICES(LINFT, RET/NIADBESREBLFEE. IDSH
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ERESEINEAYE—VROBHEDLENSHA-TZE ST/ \y 2L TN ERETNARADBLBAREREZRVNT
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BETIE TAARIIRSABE SO LY (CIEMERASESEXF—L(ECIES) BS{tZFER T3 HENBIET,
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iMessageD&RERTHAMEFEEDHE
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DEHREEIRTIN. GAIZEHRIVAAVEVER TEARLEEZEHIZUTEET, iMessageD&aiIE EEDH
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ZOT—HET74—ILRBICH B SN TEBICE S LURAINZ RS UTOTOCRTRENRIEINET,
RD3DDT4—ILRHBYET,
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BEEI7(IL %

F—HEROBIORT YT TE. FINARLETI28EY hOL I—RF—NSVF LCERSNET. R,
HKDF-HMAC-SHA256(c&>TZdL a—RF—AEiH . Key 1:Key 2:Key 3 = HKDF (La—RF—,
“nicknames”) EWS3DDOY T F—HERESNET, 529 LHBIGEY ROV (FEHEAZ ML) A 74 —ILRZEC4E
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BRDT+—IL ROMACEAERZ E 1. ZOMACHKey 3%E>THMAC-SHA256THESNET, BESbans:
F—H LT, ZD256EY NOMACHRESNET, COMACORIIDN128E Y MiRecordDELTERSNET.

Z0%. ZOBES{INEL I—RMCloudKit AT =9 RX—2DRecord DO TFICFEESNET, COLI—RMRE
B(2a—FT—NINBZLRBEL A PHBENOLFEEEDEE#ERLIZETF. FHLLESEINZLI—R
NZOPEERINET, I-F1HENOLREEEE I 2EHEF I EAEIRLIBEE. ZOLI—RF—H
iMessager1O—RADrecord DEHITEETN. ZORAO—RAES(LINET,
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BEFENZEMNBASINET, KIS, 2—H20F /N1 ZMCloudKit RBIF— R—RIC7Z L. ZDrecordIDD
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Apple Messages for Businessld, BALI—YDR Ay —I 7 FUTREDEFHERFCERLIICTIHDAY
T—I I —ERTY. Apple Messages for BusinesszfFERT2&. - E(CFrvyhZEI >V NO—ILTEX
T, A—THhF vy h2HIBRU T ZOREPERNOSEAYE—INBEHBEVELSCTEIEETEET, T/ —
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BINT BEVEHEABEINET, TREOHERIT. T—FDApple IDEREPEHDEYXZAIDOEKRT
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REOHAERZ2RHEET, BAEREIZERECEPEFHLATIBNEIHNEZDYIIVI FI—HREL.
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Apple Messages for BusinessT(3. Apple Business Manager /el nNizEE W RApple IDATR—K
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REPERHSEEINBAvE—TE IMessageL AL FaUFrEAppleDAYE—I > IS —NZEFERALT,
A—HFOFNAREAPPleDAYE—I > H—/NOETHES{EINET, AppledDAvt—I>JH—/\[FRAMA
DINEDOAYE—IZESL. TLS 1.2%FALTESEINE) VOB BRTEREPEHICL—UET, Apple
Messages for Businesstt—ERZ@EBLTVSE., AvE—IMNBEEINTOWBWERXTRESINSZLEHY
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ZEEL—RORAEEFESTEESEINET,
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FaceTime®dt*a)5«

FaceTimeld. AppleDEFFB LUV F—T A BEY —EXTY, iMessage&R#kIC. FaceTime@sETld. 21—
MBERUIETNA ZANORVIDIEGHHILT B2 (CAppleTy @MY —EX (APNs) 2 AL E Y, FaceTime
BEOF—TAFETAIVTUYEIVRY—IYROBSICL>TRESI NSO, ZEEELZEFEEUIINITZNE
TOLRATEFRA. AppleMZDT—9%2ESTEZLETETELE A,

FaceTimeTORADES S, I—DREFUETNARABTT -9/ 7y e L —93Appled B —N\1> 752N
SUFvENLUTITONET., TNARIEUL—&FE L TAPNs @A B LU STUN (Session Traversal Utilities for
NAT) Ayt =% FERLUCHANEROMBEE AL, KLy avORGI—VLyNERIILET, HEG2—ULy
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