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1. How to start
1.1.  Download the Nemty Decryptor
Go to nomoreransom.org and download the executable.
1.2. Execute the decryptor
Go to your “Downloads” folder and double-click on NemtyDecryptor.exe
7,| & » Computer » OSDisk (C:) » Users » » Downloads »
Name
W NemtyDecryptor.exe

1.3.  Accept warning
Press the button ‘Run’ in the warning.

Do you want to run this file?

. I Name: ...s\ \Downloads\NemtyDecryptor.exe

Publisher: Tesorion Holding BV
Type: Application
From: C\Users\ \Downloads\NemtyDecry...
Run | [ Cancel |
Always ask before opening this file
' While files from the Intemet can be useful, this file type can
@ potentially harm your computer. Only run software from publishers
you trust. What's the risk?
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1.4. Accept End-User License Agreement
To accept the End-User License Agreement, click on the button “Accept the EULA”.

Nemty Decryptor Guide

TESORION

End-User License Agreement (EULA) of the
ITesorion Decryptor

| This End-User License Agreement ("EULA") applies to the
use of the Decryptor software (“Software”). The owner
and publisher of the Software is: Tesorion Holding B.V.,
Iocated at Fokkerstraat 4 (3833 LD) Leusden, the

|

INetherlands (“Tesorion”).

Please read this EULA carefully before using the

| Software. You can download and save this document for
your own administration. By using the Software you
|signify your acceptance of the terms and conditions set
lout herein. If you are entering into this EULA on behalf of
|a company or other legal entity, you represent that you

I -
fhnvin #hn anitharibirda hind ciich antitadn thaca +arme Aand

Accept the EULA
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2. Using Nemty Decryptor

Please read the instructions on the Usage tab, it explains what files you can upload.

File Help

Hi, and thank you for using our Nemty decryptor!
You will have to go through a few steps to decrypt your files.

1 First please upload the ransom note from your encrypted system using File/Open.
Thisfile is named: “NEMTY-DECRYPT.ixt" or “_NEMTY_####### -DECRYPT.txt" and
can be found in every folder with encrypted files.

Optional step, depending on the result of step 1.
Please upload a single encrypted file from your system using File/Open.
The file may be in cne of the formats below:

.docx

pdf

.png

ppix

Xlsx

Zip

Please wait for the decryption server to finish processing your file.
This may take several minutes or up to halfan hour, depending on how busy the decryption server is.
After this step, this application should be able to decrypt your files.

Lastly, please select a folder to decrypt ([defaultis the path of the selected file), using 'Select.
After selecting this folder press 'Decrypt’ to start the decryption,

itwill try to decrypt all files in that folder, aswell asin any folders below it

This may take a {very) long time.

For now;
please select ‘File/Open... or 'Start' to start the first step.
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2.1. Start
In the left corner, go to the tab “Start”.

File | Help

[Ussge) St |

Note: Select File

Nemty Decryptor Guide 6/11

cybersecurity | all+in




W.

TESORION

2.2. Upload the Ransom note
Click on the button “Select File”.

There is a pop-up where you can browse for the note. As stated in ‘Usage’, this can be found in every
folder with encrypted files and looks like “NEMTY-DECRYPT.txt” or “_ NEMTY_######E -

DECRYPT.txt”.

Eile Help
[Usage | Start | -

Note: | Select File Seng
r@ Open
@Qvl ’ nemty v [ 45l

Organize v New folder

2 Name Date modified Type Size

L | | _NEMTY_EYKXX50_-DECRYPT.txt 17-10-2019 17:25 TXT File

'l

Now press the ‘Send’ button.

File Help

| Usage | Start |

Note: C:\Users\ \_NEMTY_EYKXX50_DECRYPT selectFile | [ sena |
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You can see ‘Success’ in the left bottom corner when the note is sent.

Select File

1 Success - Upload a crypted file,
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2.3. Optional: Upload an encrypted file
Either you are asked of an encrypted file, or you can go directly top paragraph 2.4 “Select path to
decrypt”.

. Click on the button ‘Select File’

There is a pop-up where you can browse for an encrypted file. Read the ‘Usage’ tab for a list of
supported file types.

File Help
| Usage | Stat |

File:

p
W Open

GO . ! » nemty

Organize v New folder

»

Name Date modified Type

[ ] file.docx._[NEMTY_EVKXX50_ 17-10-201917:25 _NEMTY_EYKXX50..

No preview
available,

1 | »

File name: file.docx,_NEMTY_EVKXX50_ ~  [NEMTY doox (*.docx._NEMTY." |

[ open |v] [ cCancel |

e Success - Upload a crypted file.

o Press the ‘Send’ button

File Help
[Usage] Start \

File: C:\Users file docx._NEMTY_EYKXX50_ §exectpne] [ sena
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You can now see in the bottom left corner that the server is busy processing your request.

File Help

File: 'CAUsers file docx._NEMTY_EYKXX50_

v- | Server processing request [check: 6]

2.4. Select path to decrypt

You can decrypt a specific path, including all subfolders. Select the path you want to decrypt.

The path you used for the ransom note is selected by default.

Eile Help
\ Usagei( Start T
path C:AUsers' \nemty { Select ] [ Decrypt
" R
Browse For Folder @
B Desktop 4
> 4 Libraries ‘ ‘
. Press the ‘Decrypt’ button
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After the decryption has finished, a summary is displayed of files which were successfully decrypted
and of files which could not be decrypted.

File Help

Usage Start

Dot B [ select ][ Decypt |

Nemty ransomware decryption tool by Tesorion.

Decrypting encrypted files recursively in C:\Users\ i\. This may take some time.
Decrypting: C:\Users* ‘file.docx._NEMTY_EYKXX50_. This may take a while...
Decryption took: Om0s

Decrypted: C:\Users\ ‘file.docx._NEMTY_EYKXX50_

Decrypting: C:\Users" PXLSX file xlsx._NEMTY_EYKXX50_. This may take a while...
Decryption took: Om0s

Decrypted: C:\Users\ XLSX_file xlsx._NEMTY_EYKXX50_

Succesfully decrypted 2 files

Failed to decrypt Ofiles

Ofiles are supported by the decryptor but could not be decrypted

File extensions supported by this decryptor: , 3gp, 3mm, 3th, avi, bmp, ¢, chk, cpp. doc, docb, docm, docx, dot, dotm, dotx, aff, h. jar. jpea. jpg. mov, mp3, mp4,
mpeg, mpg, mxf, nef, ole, pdf, pna. pot, potm, potx, pps, ppsm, ppsx, ppt. pptm, pptx, qt, tif, tiff, txt, wbk, xdm, xis, xisb, xlsm, xdsx, xit, xitm, xitx, zip

s Decryptor succeeded
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